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DETAILED ACTION 
Specification 

1 . The disclosure is objected to because of the following informalities: 

On page 2, line 15, the phrase "It is, therefore, an" should be replaced by -The--. 
On page 6, line 27, the content server 22 is missing in Fig. 2. 
Appropriate correction is required. 

Claim Objections 

2. Claims 7-12 are objected to because of the following informalities: 

In claim 7, line 2, the phrase "for previously uploaded" should be replaced by --for the 
previously uploaded-. 

In independent claim 8, line 9, the phrase "encrypting content" should be replaced by - 
encrypting the content—. Dependent claims 9-12 are objected for the same. 
In claim 10, line 7, the phrase "if encrypted content" should be replaced by —if the 
encrypted content—. 

In claim 12, line 2, the phrase "when time information" should be replaced by -when the 
information—. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claim 1 is rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et al.(US 
5,054,064 dated 10/01/1991) in view of Iguchi et al. (US 2002/0169960 dated 1 1/14/2002). 

Walker et al. discloses a video system that includes a central facility (external device) and 
a terminal. The video system is provided with the video program, which is transmitted, by 
broadcast, cable, satellite, fiber or any other transmission medium (from the server; col. 2 lines 
30 - 32). The terminal includes means for retrieving video programs and sending the program 
identification data to the central facility. The central facility includes a database for storing and 
retrieving at least one code encryption code corresponding to the program identification data 
and means for sending the code encryption key from the central facility to the terminal 
(abstract). The terminal includes means to store terminal identification data, means to send the 
central facility the terminal identification data and the program identification data over link (a 
link is a continuous data channel between a terminal and a central facility such as an ISDN D- 
channel or by modem a regular phone line (col. 3 lines 46-49)) (col. 2 lines 44-47). The 
terminal receives the code encryption key from the central facility and decrypts the encrypted 
digital code (claim 1, lines 14-22). The terminal includes a controller, an encryptor, and a 
decryptor and recording medium (storage) to store the signal, a memory to store the key and 
terminal ID (Fig. 1, col. 2 lines 21-45; col. 3 lines 5-15). Terminal includes means to encrypt 
the terminal identification data according to the terminal specific encryption key, means to send 
unencrypted terminal identification data and encrypted terminal identification data to the central 
facility, which in turn includes means to compare unencrypted and encrypted terminal 
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identification data to verify terminal identity (col 3. lines 15-21). The system preferably uses at 
least one downloadable key, encrypted video program that uses the key for decryption, and data 
stored a field of the video program. It may be implemented in all digital, analog or mixed 
analog/digital environments (col. 4 lines 22-26). DES decryption keys are transmitted from the 
central facility to the terminal. The DES session key is generated by the central facility at the 
beginning of the session and remains valid for the duration of the session. The terminal begins 
the session using a terminal-unique DES key stored in a ROM (col. 5 lines 32-39). 

Iguchi et al. discloses a storage device consisting of a tamper-resistant module and a flash 
memory. Content is downloaded from the server through a mobile terminal [0088]. The mobile 
terminal consists of a CPU, a RAM, a ROM, a controlling circuit, an I/O interface and a 
decoder circuit ([0058], Fig. 3). The controller includes an interface for connecting between 
devices (claim 15). A host interface is used for transmitting/receiving an access command 
between the storage device and an external appliance connected to the storage device. The 
input/output interface performs processings such as a key inputting by the user of the mobile 
terminal and a screen displaying [0041]. The transmission/reception of the information between 
the storage device and the mobile terminal is performed by the access command. A physical 
access command is a basic command on an input/output of data or the like with the storage 
device. A logical access command is transmitted/received as the data for the physical access 
command [0062-0063]. 

Walker et al. discloses all the limitations of claim 1 except for a communication unit for 
providing an interface for exchanging data with the external device and transmitting a download 
request signal (yourdictionary.com states: download means to transfer (data or programs) from a 
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server or host computer to one's own computer or device. Similarly upload means to transfer 
(data or programs), usually from a peripheral computer or device to a central, often remote 
computer. Therefore, here transmitting or receiving content means downloading or uploading 
content, as content is being transferred over a network). The general concept of using an 
interface for communicating information between devices using a request signal is well known in 
the art as illustrated by Iguchi et al. which discloses a host interface is used for 
transmitting/receiving an access command between the storage device and an external appliance 
connected to the storage device [0041 ]. It would have been obvious to one of ordinary skill in 
the art at the time of the invention to modify Walker et al. to include the use of an interface to 
transmit or receive request signals as taught by Iguchi et al. in order to establish connection with 
the external devices as stated by Iguchi et al. ([0060], lines 1 1-13). 

5. Claim 2 is rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et al.(US 
5,054,064 dated 10/01/1991) and Iguchi et al. (US 2002/0169960 dated 11/14/2002) as applied to 
claim 1 above, and further in view of Choi et al. (US 2002/0194492 dated 12/19/2002). 

Walker et al. and Iguchi et al. disclose all the limitations of claim 2 except that the 
external device generates an encryption key based on the model information and the serial 
number of the mobile terminal. The general concept of generating an encryption key based on 
the model information and serial number is well known in the art as illustrated by Choi et al. 
which discloses a program that generates a system unique encryption key from the unique 
hardware information (serial number, model information, etc.) of a personal computer [0076]. It 
would have been obvious to one of ordinary skill in the art at the time of the invention to modify 
Walker et al. and Iguchi et al. to include the use of an encryption key generated based on model 
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information and serial number as taught by Choi et al. in order to limit the access of the content 
only by a key manager as stated by Choi et al. ([0077] lines 8-11). 

6. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et al.(US 
5,054,064 dated 10/01/1991), Iguchi et al. (US 2002/0169960 dated 1 1/14/2002) and Choi et al. 
(US 2002/0194492 dated 12/19/2002) as applied to claim 2 above, and further in view of Lennon 
et al. (US 4193131 dated 03/1 1/1980). 

Walker et al, Iguchi et al. and Choi et al. disclose all the limitations of claim 3 except 
that the encryption key is generated by the external device considering further time information 
set in the external device. The general concept of generating encryption keys using time 
information set is well known in the art as an obvious encryption technique as illustrated by 
Lennon et al. which discloses a system generated time variant, dynamically created key being 
transmitted in enciphered form under key encrypting key from a host system to a remote terminal 
[col. 6 lines 27-31]. It would have been obvious to one of ordinary skill in the art at the time of 
the invention to modify Walker et al., Iguchi et al, and Choi et al. to include the use of a time 
variant generated key as taught by Lennon et al. in order to protect unauthorized access to the 
content. 

7. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et al.(US 
5,054,064 dated 10/01/1991) in view of Choi et al. (US 2002/0194492 dated 12/19/2002). 

Walker et al. discloses a video system that includes a central facility (external device) and 
a terminal. The video system is provided with the video program, which is transmitted, by 
broadcast, cable, satellite, fiber or any other transmission medium (It is factual information that 
the content is being sent from a server; col. 2 lines 30 - 32). The terminal includes means for 
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retrieving video programs and sending the program identification data to the central facility 
(yourdictionary.com states: download means to transfer (data or programs) from a server or host 
computer to one's own computer or device. Similarly upload means to transfer (data or 
programs), usually from a peripheral computer or device to a central, often remote computer. 
Therefore, here transmitting or receiving content means downloading or uploading content, as 
content is being transferred over a network). The central facility includes a database for storing 
and retrieving at least one code encryption code corresponding to the program identification 
data and means for sending the code encryption key from the central facility to the terminal 
(abstract). The terminal includes means to store terminal identification data, means to send the 
central facility the terminal identification data and the program identification data over link (a 
link is a continuous data channel between a terminal and a central facility such as an ISDN D- 
channel or by modem a regular phone line (col. 3 lines 46-49)) (col. 2 lines 44-47). The 
terminal receives the code encryption key from the central facility and decrypts the encrypted 
digital code (claim 1, lines 14-22). The terminal includes a controller, an encryptor, and a 
decryptor and recording medium (storage) to store the signal, a memory to store the key and 
terminal ID (Fig. 1, col. 2 lines 21-45; col. 3 lines 5-15). Terminal includes means to encrypt 
the terminal identification data according to the terminal specific encryption key, means to send 
unencrypted terminal identification data and encrypted terminal identification data to the central 
facility, which in turn includes means to compare unencrypted and encrypted terminal 
identification data to verify terminal identity (col 3. lines 15-21). The system preferably uses at 
least one downloadable key, encrypted video program that uses the key for decryption, and data 
stored a field of the video program. It may be implemented in all digital, analog or mixed 
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analog/digital environments (col. 4 lines 22-26). DES decryption keys are transmitted from the 
central facility to the terminal. The DES session key is generated by the central facility at the 
beginning of the session and remains valid for the duration of the session. The terminal begins 
the session using a terminal -unique DES key stored in a ROM (col. 5 lines 32-39). 

Walker et al. discloses all the limitation of claim 4 except for generating the encryption 
key based on model information and a serial number of the mobile terminal as an obvious 
encryption technique as illustrated by Choi et al. which discloses a program that generates a 
system unique encryption key from the unique hardware information (serial number, model 
information, etc.) of a personal computer [0076]. It would have been obvious to one of ordinary 
skill in the art at the time of the invention to modify Walker et al. to include the use of an 
encryption key generated based on model information and serial number as taught by Choi et al. 
in order to limit the access of the content only by a key manager as stated by Choi et al. ([0077] 
lines 8-11). 

8. Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et al. (US 
5,054,064 dated 10/01/1991) and Choi et al. (US 2002/0194492 dated 12/19/2002) as applied to 
independent claim 4 above, and further in view of Lennon et al. (US 4193131 dated 03/1 1/1980). 

Walker et al. and Choi et al. disclose all the limitations of claim 5 except that the 
encryption key is generated by the external device considering further time information set in the 
external device. The general concept of generating encryption keys using time information set is 
well known in the art as an obvious encryption technique as illustrated by Lennon et al. which 
discloses a system generated time variant, dynamically created key being transmitted in 
enciphered form under key encrypting key from a host system to a remote terminal [col. 6 lines 
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27-31]. It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify Walker et al. and Choi et al. to include the use of a time variant generated key as 
taught by Lennon et al. in order to protect unauthorized access to the content. 

9. Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et al. (US 
5,054,064 dated 10/01/1991), Choi et al. (US 2002/0194492 dated 12/19/2002) and Lennon et al. 
(US 4193131 dated 03/1 1/1980) as applied to claim 5 above, and further in view of Yamamoto et 
al. (US 6307940 dated 10/23/2001). 

Walker et al., Choi et al, and Lennon et al. disclose all the limitations of claim 6 except 
for generating the encryption key if the time information set in the external memory device is 
identical to time information set in the mobile terminal. The general concept of generating 
encryption key if the time information matches is well known in the art as illustrated by 
Yamamoto et al. which discloses a block encryption device for performing encryption using a 
pseudo-random number generated key, if the value in the buffer match with the value in the 
counter (col. 23 lines 32-48). It would have been obvious to one of ordinary skill in the art at the 
time of the invention to modify Walker et al., Choi et al., Lennon et al. and Yamamoto et al. to 
include the use of generation of encryption key on the basis of time information comparison as 
taught by Yamamoto et al. in order to restrict access to any machine therefore generating keys 
only if the information matches. 

10. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et al. (US 
5,054,064 dated 10/01/1991) and Choi et al (US 2002/0194492 dated 12/19/2002), as applied to 
claim 4 above, in view of Iguchi et al. (US 2002/0169960 dated 1 1/14/2002). 
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Walker et al. and Choi et al. disclose all the limitations of claim 7 except that the mobile 
terminal transmits a download request signal for the previously uploaded content to the external 
memory device in response to an input command. The general concept of an input command to 
transmit or receive content or signals is well known in the art as illustrated by Iguchi et al. 
which discloses a host interface for transmitting/receiving an access command between the 
storage device and an external appliance connected to the storage device, where the input/output 
interface performs processings such as a key inputting by the user of the mobile terminal and a 
screen displaying [0041] and the transmission/reception (of the information between the storage 
device and the mobile terminal is performed by the access command [0062-0063]. It would 
have been obvious to one of ordinary skill in the art at the time of the invention to modify 
Walker et al. and Choi et al. to include the use of an input command as taught by Iguchi et al. in 
order to better transmit information. 

11. Claims 8 and 9 are rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et 
al. (US 5,054,064 dated 10/01/1991) in view of Kii et al. (US 20020099661 dated 07/25/2002) 
and Choi et al. (US 2002/0194492 dated 12/19/2002). 

Walker et al. discloses a video system that includes a central facility (external device) and 
a terminal. The video system is provided with the video program, which is transmitted, by 
broadcast, cable, satellite, fiber or any other transmission medium (It is factual information that 
the content is being sent from a server; col. 2 lines 30 - 32). The terminal includes means for 
retrieving video programs and sending the program identification data to the central facility 
(yourdictionary.com states: download means to transfer (data or programs) from a server or host 
computer to one's own computer or device. Similarly upload means to transfer (data or 
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programs), usually from a peripheral computer or device to a central, often remote computer. 
Therefore, here transmitting or receiving content means downloading or uploading content, as 
content is being transferred over a network). The central facility includes a database for storing 
and retrieving at least one code encryption code corresponding to the program identification 
data and means for sending the code encryption key from the central facility to the terminal 
(abstract). The terminal includes means to store terminal identification data, means to send the 
central facility the terminal identification data and the program identification data over link (a 
link is a continuous data channel between a terminal and a central facility such as an ISDN D- 
channel or by modem a regular phone line (col. 3 lines 46-49)) (col. 2 lines 44-47). The 
terminal receives the code encryption key from the central facility and decrypts the encrypted 
digital code (claim 1, lines 14-22). The terminal includes a controller, an encryptor, and a 
decryptor and recording medium (storage) to store the signal, a memory to store the key and 
terminal ED (Fig. 1, col. 2 lines 21-45; col. 3 lines 5-15). Terminal includes means to encrypt 
the terminal identification data according to the terminal specific encryption key, means to send 
unencrypted terminal identification data and encrypted terminal identification data to the central 
facility, which in turn includes means to compare unencrypted and encrypted terminal 
identification data to verify terminal identity (col 3. lines 15-21) as required by claim 9. The 
system preferably uses at least one downloadable key, encrypted video program that uses the 
key for decryption, and data stored a field of the video program. It may be implemented in all 
digital, analog or mixed analog/digital environments (col. 4 lines 22-26). DES decryption keys 
are transmitted from the central facility to the terminal. The DES session key is generated by 
the central facility at the beginning of the session and remains valid for the duration of the 
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session. The terminal begins the session using a terminal-unique DES key stored in a ROM 
(col. 5 lines 32-39). 

Walker et al. discloses all the limitations of claim 8 and 9 except that the external device 
generates an encryption key based on the model information and the serial number of the mobile 
terminal. The general concept of generating an encryption key based on the model information 
and serial number is well known in the art as illustrated by Choi et al. discloses a program that 
generates a system unique encryption key from the unique hardware information (serial number, 
model information, etc.) of a personal computer [0076]. 

Walker et al. and Choi et al. disclose all the limitations of claim 8 except for transmitting 
content upload request signal to the external memory. The general concept of sending an upload 
signal is well known in the. art as illustrated by Kii et al. which discloses user terminal device 
sending a content download request to the service provider [0393] and a management unit 
receiving a content upload request command from the user terminal device [0470]. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify Walker et al. to include the use of an encryption key generated based on model 
information and serial number as taught by Choi et al. in order to limit the access of the content 
only by a key manager as stated by Choi et al. ([0077] lines 8-11). 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify Walker et al. to include the use of content upload request signal in order to 
communicate between terminals as an obvious communication technique. 
12. Claim 10 is rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et al. (US 
5,054,064 dated 10/01/1991), Kii et al. (US 20020099661 dated 07/25/2002) and Choi et al. (US 
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2002/0194492 dated 12/19/2002) in further view of Hirasawa et al. (US 2003/0061 196 dated 
03/27/2003). 

Walker et al., Kii et al., and Choi et al. disclose all the limitations of claim 10 except for 
selection of a content index information for downloading from content index information 
provided from the external memory device. The general concept of downloading information 
from an external device is well known in the art as illustrated by Hirasawa et al. which discloses 
the content obtaining unit which searches the content database for the contents corresponding to 
the index information included in the download instruction, and generates the download contents 
as the respective copies of the retrieved contents [0120]. It would have been obvious to one of 
ordinary skill in the art at the time of the invention to modify Walker et al., Kii et al., and Choi et 
al. to include the use of a content index information for downloading in order to download 
specific information stored in the external device. 

13. Claim 11 is rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et al. (US 
5,054,064 dated 10/01/1991), Kii et al. (US 20020099661 dated 07/25/2002) and Choi et al. (US 
2002/0194492 dated 12/19/2002) as applied to independent claim 8 above, and further in view of 
Lennon et al. (US 4193131 dated 03/11/1980). 

Walker et al., Kii et al. and Choi et al. disclose all the limitations of claim 1 1 except that 
the encryption key is generated by the external device considering further time information set in 
the external device. The general concept of generating encryption keys using time information 
set is well known in the art as an obvious encryption technique as illustrated by Lennon et al. 
which discloses a system generated time variant, dynamically created key being transmitted in 
enciphered form under key encrypting key from a host system to a remote terminal [col. 6 lines 
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27-31]. It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify Walker et al., Kii et al. and Choi et al. to include the use of a time variant generated 
key as taught by Lennon et al. in order to protect unauthorized access to the content. 
14. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Walker et al. (US 
5,054,064 dated 10/01/1991), Kii et al. (US 20020099661 dated 07/25/2002), Choi et al. (US 
2002/0194492 dated 12/19/2002) and Lennon et al. (US 4193131 dated 03/1 1/1980) as applied to 
claim 11 above, and further in view of Yamamoto et al. (US 6307940 dated 10/23/2001). 

Walker et al., Kii et al., Choi et al, and Lennon et al. disclose all the limitations of claim 
12 except for generating the encryption key if the time information set in the external memory 
device is identical to time information set in the mobile terminal. The general concept of 
generating encryption key if the time information matches is well known in the art as illustrated 
by Yamamoto et al. which discloses a block encryption device for performing encryption using a 
pseudo-random number generated key, if the value in the buffer match with the value in the 
counter (col. 23 lines 32-48). It would have been obvious to one of ordinary skill in the art at the 
time of the invention to modify Walker et al., Kii et al., Choi et al., Lennon et al. and Yamamoto 
et al. to include the use of generation of encryption key on the basis of time information 
comparison in order to restrict access to any machine therefore generating keys only if the 
information matches. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Supriya Ahuja whose telephone number is 571-270-1588. The 
examiner can normally be reached on Monday - Thursday 7:30 -5:00; 2nd Friday 7:30-4:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Frantz Jules can be reached on 571-272-1808. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Supriya Ahuja 



S.A. 

February 12, 2007 



FRANTZ JULES 
SUPERVISORY PATENT EXAMINER 



